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Live Interactive Polling

* To Participate with your SmartPhone:
— Text CHRISDAWES82 to 22333 to join

— Use phone to text in your answers during the
program today

— Your answers will be provided anonymously



What is your title?

aneral Counsel

Associate General
Counse{

Legal, Corporate,
or Staft Counsel

President or CEO

Vice President of ...
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miliar are you with the "Internet Of Things"

Very Familiar - |
vonsider |OT issues
regularly

Familiar-1 am aware
of the main concerns

Not Very Familiar - I'm
here to learn as much
aslcan_
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What is the Internet of Things (“IOT”)

e The FTC defines the INTERNET OF THINGS
phrase as everyday > &
objects (other than
computers,
smartphones and
tablets) that connect,
communicate or
transmit information
with or between each
other through the
Internet.




|OT Devices Are Everywhere

e The FTC estimates that
in 2010 the number of
devices connected to

the internet surpassed

the number of people in
the world.

By 2020, estimated 50
billion IOT devices.




|OT CONCERNS — Espionage / Hacking?

e |OT Doll (Cayla) has been
banned in Europe as an
Espionage Device!

— Germany’s Federal Network
Agency (in charge of privacy
protection) says it looks like
an everyday doll and gives no
notice it collects and
transmits everything it hears
to a voice recognition
company in the U.S., whose
other customers include
intelligence agencies. A

— “Cayla hacked to talk like
Hannibal Lecter!” Huff Post
2/9/15
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IOT CONCERNS —

Distributed Denial of Service Attacks (DDoS)

Hackers take over IOT devices (zombies) with weak
passwords to overwhelm your website with illegitimate
traffic.

On October 21, 2016, Dyn was targeted (an internet
infrastructure company that provides critical technology
to Twitter, Amazon, Spotify, and Netflix) with hacked 10T
devices causing worldwide outages and network
congestion.

In December, Senator Warner writes to the FCC asking it
to address DDoS attacks and the nation’s networks.
Protecting business networks is a matter of national
security.

The FCC takes the position that Internet Service
Providers have both the right and responsibility to
protect their networks from IOT devices.

Bottom line, government will play a role, but it will rely
on the private sector (both ISPs and the companies that
rely on the internet) to protect the networks as well.

We will be back with some Best Practices at the end of
the presentation.

DDoS Attacks

During a Distributed Denial of Service (DDoS) attack,
compromised hosts or bots coming from distributed sources
overwhelm the target with illegitimate traffic so that the servers
can not respond to legitimate clients.



016, how many devices (excluding compute

artphones) were connected to the Internet

6.4 Billion

9 Billion

17.6 Billion if you include
smartphones, tablets, and
computers,
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y websites were temporarily taken down in
2016 by hackers using 10T botnets?

35

150
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the following are privacy issues created by

2alth data accumulated from
s wearables could be used by
Insurance companies to limit
health insurance coverage

The fact that IOT device
manufacturers are considered to be
the “first party” to have access to
|OT collected data.

Smart meters inside homes which
can monitor the individual’s
movements inside the house based
on energy consumption patterns

Start the presentation to activate live content
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You are General Counsel
for
Big Brother Corporation (BBC)




Summoned to emergency
Board Meeting Saturday morning.




BBC received notice of a claim
of sexual harassment.




Claimant

Winston Smith




Winston alleges...

Supervisor, Julia, made improper
advances toward him at the
workplace.




Julia contends...

e Consensual relationship
e Qutside of work
e (Claim based on retaliation




Retaliation for
her breaking off the relationship.




e As General Counsel,
you have been asked by
the Board to decide how
to move forward with the
investigation.

e What information and data
are available.
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* Board Member
Ed O’Brien comes to
you with information
to consider.

e |OT can provide vast
amounts of data on
both Julia and Winston.




e By 2020, 50 million
devices connected to 10T

* 6 devices per person on
the planet

e What devices can BBC
use to gather information
on Julia and Winston?




 BBC office
complex
monitored by
digital cameras

24/7




Both Julia
and Winston
provided
FitBits by
BBC

Employee
health
initiative and
Insurance
premium
reduction




e Both Winston
and Julia both
company and
personal cell
phones (BYOD
Policy)

BIG BROTHER

o

IS WATCHING .

10l




Both Julia
and Winston
were issued
company
laptops




e Smart
refrigerator
in office
kitchen used
by Julia,
Winston and
others




e Office
security app
to access BBC
corporate
offices




e Both Julia and
Winston also
access various
areas of the
office complex
with RFID
badges




 Multiple devices on gathering information
on both Julia and Winston

e The Board’s initial investigation will focus on
two particular devices connected to the |OT.



Connected car

BBC provides Julia a
company car with GPS
monitoring

Winston, as a junior
executive, uses his
personal vehicle, but
has a tracking app
located on his
company issued cell
phone.

Both are
arrangements with
BBC’s auto insurance
carrier.




Along with the connected car, our investigation will
focus on Winston and Julia’s personal assistants.

Can we interrogate and get information from their
personal assistants?

What if their “personal assistants” are part of the |OT?






Investigation
focused on 2
IOT devices | e »

Does BBC’s |
industry . M e n T
sector A | f
matter? — Y Y Ay
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|OT spans
across
industry
sectors

Boston |Landon info@beechamresearch.com +44 (0845 5331758 www.beechamresearch.com © 2009 Beecham Research Lid.



Manufacturing




Healthcare




Retail




Trucking & Transportation




Hospitality




For purposes of BBC'’s
investigation and
considering 10T data
available on Julia and
Winston...

e BBC could be in a variety
of industry sectors;

e Same considerations
apply for BBC's
collection, monitoring
and review of |0T data.
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What are the factors for BBC to
consider as the Board collects
and reviews IOT data?

» Privacy concerns
» Security issues
» Legal risks / obligations




Questions?

e Does Winston or Julia have
expectations of privacy
with regard to their |IOT
data?

e What are BBC's security
concerns?

e What are the legal risks
and obligations of BBC for
collecting and reviewing
the data?







e Various jurisdictions have
found no reasonable
expectation or
diminished privacy in
electronic
communications across
company email or
internet systems.

Smyth v. The Pillsbury Company

U.S. District Court for the Eastern
District of Pennsylvania

Falmouth Firefighters Union v. Town
of Falmouth
Superior Court, Massachusetts




e With limited exceptions, laws
give employers broad
discretion to electronically
monitor employees

* The laws are slow to react and
|OT data is expanding daily.



Polling Question

How many of your
respective companies
electronically monitor or
collect data on employee
activities?




y of your respective companies electronicall

or collect data on employee activities?

Yes my company
monitors employee
activity

No, my company does
not monitor
employee activity

I'm not sure to What_
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e 43% to 45% of companies track or
monitor employee data. *

e 36% of companies use GPS or location
devices to manage field workers or
drivers. *

 Keystrokes, GPS, apps, phone
numbers, backspace and keyboard
monitoring, website detecting
software, RFID badges and implants.

* Yes, RFID implants!!

* (AMA Survey 2007 and 2008, Frost & Sullivan Survey 2012)



Companies Implant Microchips in
Employees




Would you be in favor of RFID implants?
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Privacy Cases...

e Cunningham v. New York Depart. of Labor, 933 N.Y.S.2d 432 (2011)

The Court held that public employer’s use of a secretly planted GPS on
employee’s public vehicle was reasonable. Employee investigated for
misconduct. Although this case dealt with Constitutional rights, instructed on
Court’s decision with respective private employer.

e U.S.v. Maynard, 615 F. 3d 544 (D.C. Cir. 2010)

Court suggest that employers who track employees’ location may face liability
for invasion of privacy. Court held that FBI infringed on criminal defendants’
rights by tracking the vehicle without valid warrant.

e Arias v. Intermex Wire Transfer, 15-CV-01101 (E.D. Ca. 2015)

Woman sued employer for termination after she uninstalled GPS tracking app
on her company smartphone that monitored her location 24/7. Plaintiff
sought $500,000 in damages. Suit privately settled.




TakeAWaYs

e Employers on solid ground tracking IOT, GPS to company-owned
vehicles for legitimate business purpose or investigation of
workplace misconduct, particularly where there is consent and
data gathered only while employee on duty.

e Privacy Issues expand and grow more complex with the growth of
|OT devices and the IOT ecosystem.

* To balance privacy with other issues, consider FIPP in policy
development.



Fair Information Practice Principles (FIPP)

1)  No personal data record-keeping systems that
are secret. (notice/consent)

2)  Must be access for an individual to find out
what information is in a record and how it is used.
(individual participation)

3)  Must be means to ensure information obtained
for one purpose not being used for other purposes
without consent. (purpose limitation)

4)  Ability to correct or amend
a record of information. (correctibility)

5)  Entity creating, maintaining, using,

or disseminating records of identifiable personal
data must assure the reliability of the data for
intended use and take precautions to

prevent misuse. (data quality and integrity)




What about in the
context of “personal
assistants?”

Voice-activated
technology and
equipment are the
next frontier for 10T
and Big Brother.

The privacy and legal
implications are
ongoing...



Amazon Echo device ‘Alexa’ a key
witness in murder case?




Polling Question

How many of you
have a digital
assistant in your
home or office?




ou have a digital assistant in your home or of
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Polling Question

How many voice-activated
devices or personal
assistants do you think will
be shipped and in use
around the world by 20207?

a) 227 Million devices
b) 335 Million devices
c) 720 Million devices
d) 970 Million devices

St



ny voice-activated functionality devices or

s are on track to be shipped and will be in us
the world by 2020?

227 Million
devices

335 Million
devices

720 Million
devices

Start the presentation to activate live content
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970 million voice-activated devices and
personal assistants will be in use around
the world by 2020. *

(*Forecast estimates by Strategy Analytics)



What are the 10T security considerations?

 Enabling unauthorized access or
misuse of personal information

e Facilitating attacks on other systems
(e.g. DDOS)




Familiar with Yahoo!,
Bing, Google, Ask

Shodan (hackers’
search engine,
searches for connected
devices, est. to collect
info on 500 million
devices per month)

Implement best
practices, follow FTC
recommendations on
security, FIPP
guidelines




What are the legal risks
and obligations with the
access, collecting and
reviewing of IOT data on
Julia and Winston?




Based on the variety of
devices and the |IOT
data and datasets, the
number of laws may
need to be
considered...




Cable Communications Policy Act
CAN-SPAM Act

Children’s Online Privacy Protection Act
Computer Fraud and Abuse Act

Drivers Privacy Protection Act
Electronic Communications Privacy Act
Employee Polygraph Protection Act
Fair Credit Reporting Act

Family Education Rights and Privacy Act
Federal Trade Commission Act

Foreign Intelligence Surveillance Act
Gramme-Leach-Bliley Act

Health Insurance Portability and Accountability Act (45 C.F.R. 164.514)
Privacy Act (22 C.F.R. 308.3)

Right to Financial Privacy Act

Stored Communications Act (18 U.S.C. 2701)

Telephone Consumer Protection Act

Video Privacy Protection Act

Wiretap Act




Anti-Discrimination &
Retaliation Statutes

Federal and States’
equivalents

Civil Rights Act, ADA,
ADEA

Data content itself may
have its own protection

Data forms the basis of
discriminatory or
retaliatory claim

DIS




State laws on GPS or vehicle tracking

Varies by State

Usually requires owners’
consent

e.g. TCA § 39-30-606 “all
ownhers”

Excludes employer-owned .
vehicles, but may apply if

employee’s personal vehicle - & -
is being tracked through 10T o -




Electronic Communication Privacy Act (ECPA)

* Prohibits intercept or
electronic communication
without consent

It's time for a

* Does not generally apply to | privacy update! u
employers’ monitoring their -'

own email or phone systems

e Consider state laws one party /
two party consent to recorded
audio. Twelve states require
“all parties” consent.




State by State Workplace Privacy Statutes

Password protection laws.
Personal Records Review Act
(e.g. lllinois)

Please Login

Limit how employer gathers,
stores and uses data on
employees

Prohibit monitoring where password:

employee has expectation of T [JRem
privacy (e.g. restroom) |
Spy, observe, view in

context, but broadened
based on IOT



State common law and third-party claims

e Restatement (Second) of
Torts 652B Intrusion upon
Seclusion.

% ::i;‘
S

 Invasion of privacy. |nva510n_ 0% ¢
Successful for private of Pl’"lvacy
matters and data outside of
work.

e Exposure to third-party
liability based on
information available to
employer about employees.




At the end of the Board meeting, BBC’s investigation with I0T data
on Winston’s claims involving Julia focuses the following:

Has BBC addressed privacy
considerations, FIPP principles in
collecting, storing and reviewing 10T
data on Winston and Julia?

What are the security concerns of
BBC and have those been addressed
related to 10T connectivity, not only
with regard to Julia and Winston’s
devices, but other employees.

As part of collecting or investigating
the IOT data, is BBC compliant with
applicable State or Federal
regulations or laws, and does the
collection storage for review of that
data expose BBC to any common law,
statutory or liability claims?




Consensual Relationship?

Winston has alleged that Julia made unwanted, improper advances towards
him. Julia has said that the two of them had a consensual relationship,
outside of work, that went bad.

The board has ask you if you have any information which may help to
establish whether the two of them did have a consensual relationship. . .

Suddenly, an idea pops into your head!



All in the name of health (and
saving a few bucks on health
insurance premiums)!

Your company provides Fitbits to its employees as part of the
company’s Health and Wellness Plan. Under that program,

employees get a S20 rebate if they average at least 10,000 steps
per day in a given month.

Guess who has a Fitbit?



ave a Fitbit, iWatch or other wearable fitness
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Winston and Julia’s Fitbit data

The data of their Fitbits show quite a bit of information. Given
Winston’s participation in the company’s wellness plan, the
information from his Fibit is readily available. Here is a snapshot
of the information of Winston’s Fitbit:



< Back Heart Rate

¥ Resting Heart Rate Past 30 Days
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Fitbit Information

e A quick call to HR and you were able to
retrieve the Fitbit information on both
Winston and Julia’s Fitbits.



health information gathered and stored by
protected by HIPAA?

Start the presentation to activate live content
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Does HIPAA Cover the Information
Gathered and Stored by Fitbit?

e Complicated.

e Fitbit is not itself a HIPAA covered entity, and
therefore if you were to go out and buy a Fitbit
device, the information that is tracked and
collected on that device is not bound or
protected under HIPAA.

e |f your health plan or employer, through its self-
funded health plan, provided you with the fitbit
and will receive the data from the device, then
it’s subject to HIPAA.



Winston and Julia’s Fitbit information

e When you compared the data, an interesting
pattern emerged. . .



Heart Rate Data-Side-by Si
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Fitbit Information

What does this information reveal?
Both Julia and Winston’s Fitbit data show us that they experience a heart rate spike
around 12:15pm and again around 10:00pm on multiple days each week.

The “Water-cooler talk” is that Julia and Winston go to lunch together multiple days
each week.

The Fitbit information shows that the corresponding “spikes” in heart rate stops
around the same time as the notice of the claim for harassment



They're just going to the gym, right?




Fitness Tracking Shoes

One of the board members hands you Winston’s laptop computer. The computer is a
company computer. A board member starts the computer and opens the web browser.
She then goes to the “favorites” and finds a link to the website where the data from the
fitness tracking shoes can be viewed.

She “clicks” on the link. The password for the site was saved on the computer, so the
data displayed on the screen without having to do anything more.

What do you think you found?



Fitness Tracking Shoe

The website shows that during the time of the heart rate spikes (12:00pm and around
10:00pm) the shoes were not moving.



The Real Issue

Internet connected devices collect and store a lot of information.
That’s not the problem. The Problem is simple.
The real problem is disclosure of that information and to whom.

Employee Privacy Issues v. Employer Right to Information About its Business



Speaking of Privacy Issues

After hearing this, one of the board members expresses his frustration with the
situation. He wants to know if we can track Winston and Julia to find their locations.

Both Winston and Julia have company cell phones (Android).
He walks over to Winston’s laptop and opens the web browser again.

He goes to google.com



improper to access information through Wi

laptop?

Yes

NO
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Depends?

 What does it depend on?



Documentation

* You find out that within the employment
package that each employee signs, there is a
“Computer and Device Use Policy”

— Can this be your saving grace to allow you to use
this information?



r company have a Computer and Device use

omething similar) signed by each employee

Yes
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Policies

 What do your policies say about. .
— Email usage?
— Device usage?
— Stored passwords and cookies on devices?



Sharon Stone Fighting




ISSUES



REVIEW YOUR FIREWALLS

Firewalls designed to protect against

attacks via computers and/or cell

phones may not be sufficient to

protect from more vulnerable devices How Firewall Works
like Fitbits and talking dolls

AL

Malicious Traffic
Filtered

Legitimate Traffic
Secured Allowed @ 9

Environment @ e N




Limit Outside Data Access

Maintain I0OT products and
information on separate network from
that used to maintain sensitive
information

System may also be used at home to
prevent hack into IOT from
compromising personal data

IP Address 192.168.0.2

IP Address 192.168.0.3
NAT Enabled
NAT Enabled (Hus
Router
Main Network
(192.168.0.0/24)
10T Router Devices Router

Trusted Network
(192.168.1.0/24)

Untrusted Network
(192.168.2.0/24)

light bulbs, thermostats, doorbells, tvs, etc




OR YOU COULD TRY ZUCKERBERG’S
IIFIXH




LIMIT THE AMOUNT OF
DATA RETAINED

Collect only data needed

Review data collection practices on a
regular basis

Use data responsibly

Dispose data promptly when no longer
needed

Research
Data

Planning &

Design

Long Term Data
ata Collection
Storage

Short Term

Data
Publishing Data Storage
& Reuse & File

Sharing

Data
Study &
Analysis



LIMIT INTERNAL ACCESS
TO DATA

Separate secure locations for:

Sensitive personnel information

Q=

Read-only
key

-
i
Proprietary information W

. C . . Ll rs
Financial information Databases

Confidential information

ENCRYPTION!!!
Permissions

CErvice




USE A DDOS
PROCTECTION SERVICE

Incapsula
Arbor
CloudFlare
Sitelock

F5

Verisign




CEO THAT TOOK APPROPRIATE SAFETY
MEASURES

T

= o
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Exploding Computer




hy are many 10T devices vulnerable to attac

such devices cannot be
updated by their owners

Many such devices contain
expired software

Many such devices lack even
basic security measures,
because such measures
increase the cost of the...
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Cyber Insurance

MOST LARGE
INSURANCE CARRIERS
WRITE INSURANCE
POLICIES COVERING
DAMAGES DUE TO
CYBER ATTACKS

(AIG, Chubb, Axis,
Travelers, Aon, CNA)

Premiums vary:

Industry: Retail

Revenue: S50 million
Limit: S1 million
Premium: $26,000

Restaurant

Revenue: S50 million

Limit: S1 million

Premium: $10,000
Hotel

Revenue: $2.5 — S5 million
annual room revenue

Limit: S1 million
Premium: S7,000



ANTI-VIRUS SOFTWARE

CIA comments from Wikipedia hacked
data released March 7, 2017

Comodo: “pain in the posterior”
“Comodo 6 has a gaping hole of
Doom” (10 released in January)

Kaspersky Lab: “flaw in the code”
Avira: “typically easy to evade”
AVG: “totally sweet” trick to defeat

F-Secure: “lower tier product was
causes minimal difficulty”

Bitdefender: “difficult to defeat”



If you would like to contact the
presenters...
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